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Non-transitive Noninterference (NTNI)

data;
main () {

Bob.good () ;
Bob.receive (data) ;
Bob.bad () ;

}

datal;
dataz;
good () {Charlie.receive(data?) }
receive (x) {datal = x;}

bad () {Charlie.receive (datal) }

S, =S,
Sy =S,

data;

receive (x) {data

Nontransitive Security Types for
Coarse-grained Information Flow Control

o ofCompa S g oSt nd e side note: Non-transitive # Intransitive
S 2 e (confinement)  (declassification)
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Non-transitive Flows

Alice.data S\
S, =S, Bob.datal Sp
S B S, Bob.data2 Se
Charlie.data Sc

S¢] Charlie.data Bob.data2 [Sg]
Sg] Bob.datal = Alice.data [S,]
S¢] Charlie.data Bob.datal [S,,Sg]
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NTNI & NI
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NTT = Flow-sensitive

:{can flow to}

Alice.data = Alice.data src :{Sa,Sg} . ‘b o
Bob.datal = Bob.datal src {Sg,Sc} "

= Bob.data2 = Bob.data2 src {Se,Sc} o ‘p o

Charlie.data = Charlie.data src :{Sc} o5
Charlie.data = Bob.data? :{Sg,Sc}
Bob.datal = Alice.data :{SA,Sg}
Charlie.data = Bob.datal :{SA,Ss}
Alice.data snk = Alice.data {Sa} € {SA,Se}

E Bob.datal snk = Bob.datal {Sg} € {S,, S}

g Bob.data2 snk = Bob.data? {Sg} € {Ss,Sc}

Charlie.data snk = Charlie.data {Sc} % {SaSs}
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Conjectures @

* NTNI(P, =) =NI(gp(L))
* Soundness of flow-sensitive analysis on
transformed program

* Permissiveness
— NTT(prog) = Flow-sensitive (Transform(prog))
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