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Non-transitive Noninterference (NTNI)

SA  ⊵ SB

SB  ⊵ SC

Alice

data;

main(){

 Bob.good();

 Bob.receive(data);

 Bob.bad();

}

Bob

data1;

data2;

good(){Charlie.receive(data2)}

receive(x){data1 = x;}

bad(){Charlie.receive(data1)}

Charlie

data;

receive(x){data = x;}

side note: Non-transitive   ≠ Intransitive
                   (confinement)      (declassification)
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Non-transitive Flows

Alice.data SA

Bob.data1 SB

Bob.data2 SB

Charlie.data SC

[SC]  Charlie.data = Bob.data2  [SB] 
[SB]  Bob.data1    = Alice.data [SA] 
[SC]  Charlie.data = Bob.data1  [SA , SB] 

SA  ⊵ SB

SB  ⊵ SC



Non-transitive Policies Transpiled June 25, 2020    4/6

NTNI ⇔ NI

{SA,SB,SC}

{SB,SC}{SA,SC}
{SA,SB}

{SC}{SB}{SA}

{}

SA  ⊵ SB

SB  ⊵ SC
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NTT ⇒ Flow-sensitive

{SA,SB,SC}

{SB,SC}{SA,SC}{SA,SB}

{SC}{SB}{SA}

{}

Charlie.data = Bob.data2  

Bob.data1    = Alice.data       

Charlie.data = Bob.data1         

Alice.data_snk   = Alice.data   {SA} ⊆ {SA,SB}
Bob.data1_snk    = Bob.data1    {SB} ⊆ {SA,SB} 
Bob.data2_snk    = Bob.data2    {SB} ⊆ {SB,SC}
Charlie.data_snk = Charlie.data {SC} ⊈ {SA,SB}

fi
n

al
iz

e

:{SB,SC} 
:{SA,SB} 
:{SA,SB} 

Alice.data   = Alice.data_src   :{SA,SB}
Bob.data1    = Bob.data1_src    :{SB,SC}
Bob.data2    = Bob.data2_src    :{SB,SC}
Charlie.data = Charlie.data_src :{SC}

in
it

:{can flow to}

SA  ⊵ SB

SB  ⊵ SC
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Conjectures

• NTNI(𝑃, ⊵) = NI(℘(ℒ))

• Soundness of flow-sensitive analysis on 
transformed program 

• Permissiveness

– NTT(prog) ⇒ Flow-sensitive (Transform(prog))
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