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for Trigger-Action Applications
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Formal modeling
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Evaluation

Data minimization
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Lazy TAP takeaways

* Minimization wrt willing-to-minimize TAP oo Data minimization by construction

- Trigger/Query | - Pulling data attributes on-demand
* Pull-on-demand approach L Shim J - Input-sensitive and fine-grained
Pulling attributes of trigger and query data - Supporting queries and nondeterminism
Data source unification J/ﬁ - Seamless for app developers
* Input-sensitive and fine-grained J——— e, - Correctnejss and precision formally proved o
TAP: lazy runtime supporting fetch-on-access 15 N - Benchmarking: 95% over IFTTT, 38% over static minTAP
Trigger/query services: shim layers support caching App code Lazy runtime by %@
* Seamless for app developers S Proxied remote objects e &, -gg!'
Using the same trigger and query APIs _|_;A\ic>tion - Deferred query preparation and property access r‘-’i%jhé-r
Supporting nondeterminism and query chains computation by thunking %

https://www.cse.chalmers.se/research/group/security/lazytap



