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outH1; //highoutput:1
outLO; //lowoutput:0

while true do skip ;
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inHx; //highinput:x
inLy; //lowinput:y
while true do
X++;
y++
outH x ; // high output : x
outLy; //low output : y
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inHx; //highinput:x
inLy; //lowinput:y
w=0;

if y >0 then

if x >0 then
w=0;
else skip ;
elsew=1;

outLw; //lowoutput:w

oloj 4 plwe Jolui pae Gab (yol 4ol p — Ve JSo
b Jlaie 5l Jaias il oo 5l 555V (69g,9 Hlade a5 Ll o (AIYY S b

By 3 0l yao Sl xSe oS Y oS - gl age Gred 0g waleS LSS Al ,L8, X (YL
Sl oo ooy lis G VY S o a8 el

%
Py in,H,vy | in,L,v, ~
s P in,H, v | in, L, v ~
Py in, H,v in,L, v ~
PL iI’I,H,\IdEf in,L,\fz v
PH ny ny ny
PL ny ny v
Py e e out,L,1
P, & ~ out,L,1
Py out,L,0
P, out,L,0
() (&N

Yo I a0l g slpal ol 50 (golpsuion o 3lo jo b 8L glgsimo 3l lod — TY JSCo

Y



olering p5le e o Jad

= Ll aeils log 1y 0 ,ls Candl 55 12l g0 12 aeils alasd gl oo cunlive a5 ghailen
oSt Ea—S50 Cyrod p a5 ol Jlie YV S0 dal el onmlie JB ol o Sooalice lawgs
ol aoils loj yo i alawly 4 Ll ol ol maw 29,5 jws d aulip opl ax 3105l

inHx; //highinput:x
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whiley !=x do

y++
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if e then c else c
while e do ¢
skip

input x from i
output e to o
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I)=q pd=n q)=v
read(l,i,p) = v

0(0) = [vq, ..., Uy
write(0,0,v) = 0[o » [vy, ..., Uy, V]]
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c = if e then ¢,y else cry5, m(e) = b

<C;mlplll 0) - <Cb;m;p1110>

(C1; ml p: II 0) — <C’1; m,; p,; I; 0,)

(cy;c0,m,p,1,0) = (c'y;¢,,m', D', 1,0")

(skip; c,m,p,1,0) = (c,m,p,1,0)

c = whileedoc,,, m(e)=true

(C; m; p; I; 0) - (ClOOp; C; m; p; I) 0)

c = whileedoc,,, m(e)= false

(c,m,p,1,0) = (skip,m,p,1,0)

m(e) =v m =m[x~ v]

(x ==e,m,p,1,0) = (skip,m’,p, 1, 0)

c =outputetoo m(e)=v 0' =write(0,0,v)
(c,m,p,I,0) —= (skip,m,p,1,0")

c =inputx fromi read(l,i,p)=v p =plirpl)+1] m =m[x - v]

(c,m,p,I,0) — (skip,m’,p’, 1, 0)
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Ii)=q pd=n qn)=v
read(l,i,p) =v
B(o) =[dy, ...,d;—1] 0<index<'t
write(B,o0,d,index) = B(0)[dingex — d]
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c = if ethencyye elsecrge m(e)=b n'=n+1

(C; mP p; n)lﬁr) I; B = (Cbl m' p' n,)ll r' I! B

!
<C1P mP pr n)lP r; I; B =4 <C111 ml’ p,' n’)ll 1,./' I' B

!
(ci;c0,m,p,n), 1, I,B B (c'y;co,m',p', 0 ), 7", 1,B

n=n+1
(Sklpr c,m,p, n)l; r, IPB = (C' m,p, n,)ll r, IFB

c =whileedoc,,, m(e)=true n'=n+1

(c,m,p,n), 7,1, B © (Coop; ¢, M, 0,0’ );,7,1, B

c =whileedoc,,, m(e)=false n'=n+1

(c,m,p,n);,r,1,B = (skip,m,p,n’),,r,1,B

me)=v m=m[x-v] n=n+1

(x =em,Dp, n)ll r, I;B B (Skip'm,' p, n,)l’r’ I’B

c =outputetoo m(e)=v g,y (0) =1
B’ = write(B,o,v,nmodt) n'=n+1
(c,m,p,n), 1, 1,B = (skip,m,p,n'),r,1,B’

c=outputetoo o,,;:(0)#1l n'=n+1

(c,m,p,n),r,1,B e (skip,m,p,n'),,r,1,B

c =inputxfromi o;,,(i) £l m =m[x > v n =n+1

(c,m,p,n),r,1,B = (skip,m',p,n'),,r,1,B

¢ =inputx fromi o¢,(i)=101 v=read(l,i,p) p =pli~p@) +1]
m =m[xHv] r'=rlirp (i) n=n+1
(c,m,p,n),r,1,B = (skip,m',p’,n'),r',1,B

c =inputx fromi o;,(i)<!l r(@Q)<p@i) n'=n+1

(c, m,p,n),r,1,B e {(c,m,p,n'),rIB

c =inputx fromi o,(0) <!l r()>p()
v=read(l,i,p) m =m[x—v] n"=n+1
(c,m,p,n),r1,B e (skip,m',p,n"),r,1,B
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scheduler (£) = S (input: security lattice, output: the priority array of threads)
function scheduler (£) {
i=0;
while (]£] > 0) do
x = meet (£); // return the minimum element(s) of the lattice
for (element e in x) do
Sli] = e;
i++;
L=L\X;

return S;
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The definition of writeOut function:
0(0y) = [V1q, -, V1] 0(05) = [Voq, ey Vo]l oo 0(05) = [Vsq,y eons Vgpii ]
writeOut (0, (01,05, ...,05), (V1, Vs, ..., vs)) =

0[01 = [vlll "'lvlnl vl]l 02 = [v21’ "'!UZnH vZ]’ ""OS = [vsl’ "'tvsnm US]]

Temp.o = (olr, ...,o|Temp|); 0 < |Temp| < j
Temp.v = (Vy', ..., ViTemp|)
The following rules apply for exact t times, each for one index of the buffer B. So it
takes t times.
k'=k+1 k<t-1
Vos. (B(Os) k] =v & (OS)B(OS)[k]) € Temp)
0' = writeOut(0,Temp.o,Temp.v) B’ = B[Vo,.B(0,)[k] — 0]
B,0,k = B',0" k'

kK=k+1 k<t—1 Vo.B()[k]=09
B,0,k= B,0,k’

Caeol (2 (90,138 pae Cdl> o OO0 2955 9 (ow) 0 Coond Clblao — ¥R ST

s#j lec=lecg s'=s+1
lec,7,1,B &t lec’,r',I,B’ L = L[lec » lec']
(L,7,1,0,B,s) &t (L',7r',1,0,B’,s")

s=j lec=lecg s'=1
lec,r,1,B &t lec’,r',1,B" L = L[lec » lec’l B',0,0 !B, 0t
(L; r; I; 0; BI S> ﬁZt (L',T", I; OI,BO,S,>

s=1 Vlecigex € L.leCipger = (SKip, m,p, n),

L=1]
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Abstract

Abstract

Information flow security means guaranteeing confidentiality and integrity by
preventing illegal flows of information. This concept has led to the emergence of
the theory of noninterference that acts as the semantics of information flow
policies. Among various static and dynamic enforcement mechanisms already
proposed for information flow policies, secure multi-execution (SME) has attracted
enormous attention. SME is a dynamic black-box mechanism that enforces timing-
and termination-sensitive noninterference by executing multiple copies of a given
program, one copy for each security level, and restricting 1/O in these copies. The
soundness and transparency of the mechanism highly depends on appropriate
scheduling and synchronizing of the copies. Soundness means that the resulting
system must be secure and transparency stipulates that the mechanism must
preserve the executions of any secure program. Although an acceptable level of
transparency at enforcing termination-sensitive noninterference can be achieved by
using mechanisms based on SME, it does not hold for timing-sensitive
noninterference.

In this thesis, we propose a novel mechanism based on SME to enforce timing-
sensitive noninterference which is proven to be sound and attains a level of
transparency that whenever the original program is secure, the order of output
events are preserved between different output channels. We call the proposed
mechanism buffered secure multi-execution (BSME) wherein the events raised by
different runs of the program are buffered. Moreover, a round-robin-like scheduler
determines how to run the copies of the target program.

Key Words: Buffering, Secure Multi-Execution, Soundness, Timing-Sensitive
Noninterference, Transparency.
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